ROU?ING_ AND TRANSMI‘ITAL SUP .

. 15° November 1988 .

T0: (Name; olﬂcosymbol mmnumber, o " Initials | Date.
Mdmg.mncyl %ost) . . R I
PROCUREMENT MANAGEMENT STAFF/OL .
File ' Note and Returmn
For Clearance - {Per Conversation
For Correction Prepare Reply
For Your Information |- [See Me
- | Investigate - ) Signature -
Justify

#1 FOR.ACTION‘

SUSPENSE: .28 NOVEMBER 1988 -

0§
_j

PLEASE PROVIDE APPROPRIATE RESPONSE

WITH DROP COPY “TO DDA. AND DDCI. S

g:diw

\

j‘{:‘ ECORD - of appfovals. concumnces, dispouls.
clearances, and similar actions )

I

Declassmed in Part - Sanltlzed Copy Approved for Release 2013/09/03 CIA-RDP91B00390R000500530003-4

P A EXECUTIVE SECRETARIAT

ROUTING SLIP

- a

ACTION INFO DATE INITIAL

DCl

DDCi

-

EXDIR

D/ICS

DDI

DDA

DDO

DDS&T -

olo|~Yo bl oo

"Chm/NIC

-GC

y -
o

—

IG

12 | Compt

13 | D/OCA

14| D/PAO

15| D/PERS

16 | D/Ex Staff

SUSPENSE

* Dote

Room No.—Bldg.

L [ Phone No..

Remarks

. To # 6:
info to DDCI, ple

Direct response, with
ase.

% GPO: 1983 0 - 381-529 (232)

¥

OFNONAL FORM 41 (R.v 7-75)
ety @ T CHR 10111206

ER 88-4214X

3637 oo

STAT

ecutive Secretary

9 Nov- '88

Date

i Declassified in Part - Sanitized Copy Approved for Release 2013/09/03 : CIA-RDP91B00390R000500530003-4




Declassified in Pérf - Sanitized Copy Approved for Release 2013/09/03 : CIA-RDPQ_‘I BO0390R000500530003-4

-

)

| Fucylive Bty
American Eagle Security _g8-4214X  Sanca Ciea, R ‘ss008" !

. 408) 496-1256
Cor poration _ (FAx,: (408) 496-0358

0S REGISTRY
i TEC-CL

12 DEG 198

2
>
~
in
Q
<
@
E-]
o
@©
~
Y
>
0

ATTENTION: Mr., Robkert Gates. DDRCI

SUSJelT: Integrated Slectircnic/Jnformation Security

May I take this cpportunity ito gratefully “T
. sranting we a few womsnts of vour valuable

s was @mentiuvoned during t
i cagle Securitv has previoy
th ignated piselirne, fo

1f I wmay seenm so pold: we have enclezed infaoarwation cn

3 osroduct inat iz unicue fo the describasd cituztions.

This sroduct. &t present, 15 sslely available throsush us.

I¥ zifter vou and or wvour designaied pecrscnnel puruse this
Y 2 ) - 4 e R ol - = 3 1 P2 3 i - = r i 31

fezi that 2 Tormal presentatior woeuld be in wrder, we will

he more than hapey Lo Eriange sams.

A e MY e M # ‘e onaart o TRy, Poemrmm st 1o IRAY

sSaaLn, nainie You Yer Lne PBTLUNLLY 07 CSEp2ERiIng with

VEVISE

Declassified in Part - Sanitized Copy Apbroved for Release 2013/09/03 : CIA-RDP91B00390R000500530003-4



Declassified in Part - Sanltlzed Copy Approved for Release 2013/09/03 CIA-RDP91B00390R000500530003-4 -

@

FIBER OPTIC SENSING AS APPLIED TO INTRUSION DETECTION SYSTEMS

Fiber optics as a viable technology is relatively new, being
approximately thirteen years old.

Fiber optic sensing of physical effects has been pursued by a
number of different groups over the past ten years. The appeal
for this technology is drawn from the inherent properties of
light guided in fiber. The light is completely immune to electro-
magnetic interference and can travel greater distances with
negligible power loss. Technical advances in fiber manufacturing
allows fiber to be configured to meet almost any form factor
while maintaining strength, durability, and long life.

Fiber interferometric sensors developed for vibration, acoustic,
thermal, rotational, and frequency detection have shown superior
performance to conventlonal technologies in recent years. Efforts
by a number of manufacturers to produce sensors for industry
applications have been hampered for the following reasons:

1- High cost of fiber.

2- Short lifespan and high cost of fiber components,
i.e. power splitters, interconnects, and
semiconductor light sources. o

3- The complexity of fiber configuration to produce
superior performance.

The recent "boom" in the telecommunications industry utilizing
fiber for information distribution has .eliminated the first two
areas of concern through refined designs and mass production. In
most cases, the third item still exist due to requirements for
specialized fiber components for high performance interferometric
sensors. These specialized components are required to maintain a
constant state of polarization of light traveling through the
fiber components. Current polarization preserving components have
marginal reliability and life expectancies and are significantly
higher in cost (up to 50 times more expensive) than their
telecommunications counterparts. As a result, most fiber
interferometric sensors remain research laboratory experiments.

In January of 1988, a corporation utilizing a group of fiber
optic engineers developed a fiber configuration for
interferometric(acoustic, vibration and motion) sensors which
could utilize standard telecommunications grade. fiber and
components with no requirements for optical polarization
preservation. This technique has a patent pending through this
corporation. This corporation is currently developing a number of
products in the security and telecommunications industry
utilizing this technique and has initiated production of one such
product.

1
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A by-product of this research and product development addresses
the utilization of this technology as an Intrusion Detection
Sensor for perimeter systems.

A fiber optic sensor system deployed for this purpose has many
advantages over the current available technolegies utilized in
today’s perimeter detection systems. These advantages include,
but are not limited to the following:

1- Remote deployment - up to 30 km distance per zone.

2- EMI - sensitivity adjustable.

3- Tamper proof - generates a distance adjustable
signal prior to physical contact with the fiber cable.

4- 8ingle-line sensor - can be installed as an open
cable or in conduit with the ability to interrogate
point of intrusion within 1 cm.

5—- Commercially available - all components except the
transducer(sensing element) are off-the-self.

6—- Programmable - sensitivity both during construction
and after deployment 1is programmable, up to two
orders of magnitude which may be used to fine tune

. the sensing with respect to false/nulsance alarms.

7- Multiple sensing - acoustic, thermal,

 vibration/seismic, frequency, etc.

8- Environmental - virtually unaffected by w1nd rain,
snow, hail, soil conditions, 1lightening, salt,
water, vegetation, etc.

9- Application - single-line sensor(up to 30 km) or a
mat configuration(300ft x 15/30ft).

10- system interfaces - RS 232, RS 485, 20 mil, etc.

11- Cost effective - considerable cost savings 1in
product cost, installation cost, training cost,
maintenance cost, spare parts cost, etc,.

12- Transportable - when used in conjunction with a RF
device, this system can be moved easily from site to
site(land, air or sea).

Proceeding with these advantages in mind, the current development
program involves the utilization of this technology to provide
intrusion detection sensors on and around perimeters that
maintain a NAR/FAR of zero and a probability of detection of 100.
The development involved is only relevant to the criteria
specified for the transducer verses development of an entire
system. While the fiber optic cable itself provides specific
sensing qualities to circumvent tampering of the cable, the
transducer unit(s) actually identifies the parameters to which
the sensor will respond; i.e. the sensitivity level for
detection, the distance of that detection, the types of
detection, and those parameters which are undesirable to detect.

; 2
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There are two products currently available for perimeter
intrusion detection. The first is a single-line sensor that
utilizes a fiber optic cable and a transducer per zone which can
be installed on a fence in conduit, PVC, or a special jacketed
configuration. This single-line sensor can -also be installed
on/in the ground and inside or outside the protected area.

The second product is a mat configuration that is designed to
premanufactured lengths and widths to facilitate ease of
installation. The mat is constructed in a porous chicken wire-
type pattern with a special outer fabric over fiber optic
cabling. For applications on a fence, the mat would be installed
on the inside of the fence with conventional fasteners to secure
1 the mat to the fence on a zone by zone basis. For applications on
| the ground either side of the fence, the mat can be constructed
| : such that is could be rolled-off the back of a truck directly
| onto the ground. In this particular application, the mat is
| extremely conducive to high security applications where non-
stationary and transportability are issues.

i Beyond the perimeter usage, research and development continues

i E for product use in areas where the identification of emigssions is

- critical. Additional development addresses the use. of this

technology as a viable biometric device in the security industry.

The furtherance of sensor technology research required to respond

N to the rapidly changing and growing demands of the security

ﬁ community coupled with improved manufacturing capabilities will
produce a more cost effective and flexible product.

o g

3
| Declassified in Part - Sanitized Copy Approved for Release 2013/09/03 : CIA-RDP91B00390R000500530003-4



Declassified in Part - Sanitized Copy Approvedlfor Release 2013/09/03 :
CIA-RDP91B00320R000500530003-4 N

v ancrican Eagle Security
w Corporation

John D. Gumm
Manager

Special Projects

7113 Carmen Blvd.
Las Vegas, NV 89128
(702) 254-0558

FAX (408) 496-0358

Declassified in Part - Sanitized Copy Approved for Release 2013/09/03 :
CIA-RDP91B003920R000500530003-4




s

Declassified in Part - Sanitized Copy Approved for Release 2013/6?3/03 : CIA-RDP91 8003§0R000§095?£993-4

0S REGISTRY |

16 NOV 1388
FIBER OPTIC SENSING AS APPLIED TO INTRUSION DETECTION S8Y8

Fiber optics as a viable technology is relatively new, being
approximately thirteen years old.

Fiber optic sensing of physical effects has been pursued by a
number of different groups over the past ten years. The appeal
for this technology is three-fold just as in Fiber Optic
Telecommunications systems: The transmission of 1light through
fiber is immune to electromagnetic interference; has better
propagation characteristics and greater bandwidth than
conventional wire systems; and the fiber can be manufactured to
meet almost any form factor while maintaining strength,
durability and long life.

Fiber interferometric sensors developed in recent years for
vibration, acoustic, thermal, rotational, and frequency detection
have shown superior performance to conventional sensors but
production efforts by manufacturers have been prohibitive for the
following reasons:

1- High cost of fiber.

2- Short lifespan and high cost of fiber components,
i.e. power splitters, interconnects, and
semiconductor light sources.

3- The complexity of fiber configuration to produce
superior performance.

The recent "boom" in the telecommunications industry to utilize
fiber for information distribution has virtually eliminated the
first two areas of concern, through refined designs and mass
production. The third item, however, still exist in most cases
due to the need for specialized fiber components for high
performance interferometric sensors. These specialized components
are required in order to maintain a constant state of
polarization of 1light traveling through the fiber components.
Existing polarization-preserving components have marginal
reliability and life expectancies and are significantly higher in
cost (up to 50X) than their telecommunications counterparts. As a
result, most fiber interferometric sensors remain research
laboratory experiments.

In January of 1988, a corporation utilizing a group of fiber
optic engineers developed a fiber configuration for
interferometric(acoustic, vibration and motion) sensors which
utilize standard grade fiber and components with no requirement
for preserving polarization. This corporation has applied for and
has a patent pending for this technology breakthrough and is

utilizing this technique in developing a number of products for |

the securlty and telecommunications industry.
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One such product currently in production utilizes this technology
as an Intrusion Detection Sensor for perimeter systems.

A fiber optic sensor system deployed for this purpose has many
advantages over available technologies utilized in today’s
perimeter detection systems. These advantages include, but are.
not limited to the following:

1- Remote deployment - up to 30 km distance per zone.

2- Tamper proof - generates a distance adjustable
signal prior to physical contact with the fiber cable.

3- 8ingle-line sensor - can be installed as an open
cable or in conduit with the ability. to interrogate
point of intrusion within 1 cm.

4- Commercially available - all components except the
transducer(sensing element) are off-the-self.

5- Programmable - sensitivity both during construction
and after deployment is programmable, up to two
orders of magnitude which may be used to fine tune
the sensing with respect to false/nuisance alarms.

6- Multiple sensing - acoustic, thermal,
vibration/seismic, frequency, etc.

7- Environmental - virtually unaffected by w1nd rain,

- snow, hail, soil conditions, 1lightening, salt,
water, vegetation, etc.

8~ Application - single-line sensor(up to 30 km) or a
mat configuration(300ft x 15/30ft).

9- Bystem interfaces - RS 232, RS 485, 20 mil, etc.

10- Cost effective - considerable cost savings in
product cost, installation cost, training cost,
maintenance cost, spare parts cost, etc,.

11- Transportable - when used in conjunction with a RF
device, this system can be moved easily from site to
site(land, air or sea).

Proceeding with these advantages in mlnd the current development
program involves the utilization of thls technology to provide
intrusion detection sensors on and around perimeters that
maintain a NAR/FAR of almost zero and a probability of detection
of very nearly approaching 100. The development involved is only
relevant to the criteria specified for the transducer versus
development of an entire system. While the fiber optic cable
itself provides specific sensing qualities to circumvent
tampering of the cable, the transducer unit(s) actually
identifies the parameters to which the sensor will respond; i.e.
the sensitivity level for detection, the distance of that
detection, the types of detection, and those parameters which are
undesirable to detect.
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There are two products currently available for perimeter
intrusion detection. The first is a single~line sensor that
utilizes a fiber optic cable and a transducer per zone which can
be installed on a fence in conduit, PVC, or a special jacketed
configuration. This single-~line sensor can also be installed
on/in the ground and inside or outside the protected area.

The second product is a mat configuration that is designed to
premanufactured lengths and widths to facilitate ease of
installation. The mat is constructed in a porous chicken wire
type pattern with a special outer fabric over fiber optic
cabling. For applications on a fence, the mat would be installed
on the inside of the fence with conventional fasteners to secure
the mat to the fence on a zone by zone basis. For applications on
the ground on either side of the fence, the mat can be
constructed such that it could be rolled-off the back of a truck
directly onto the ground. In this particular application, the mat
is extremely conducive to high security applications where non-
stationary and transportability are issues.

Beyond the perimeter usage, research and development continues
for product use in areas where the identification of emissions is
critical. Additional development addresses the use of this
technology as a viable biometric device in the security industry.
The furtherance of sensor technology research required to respond
to the rapidly changing and growing demands of the security
community coupled with improved manufacturing capabilities will
produce a more cost effective and flexible product.
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- - 1700 Wyatt Drive, Suite 1
American Eagle Security Santa Ciara, CA 95054

- : {408) 496-1256
Cor, poration . FAX: (408) 496-0358

August 16, 1988

Subject: Integrated Electronic/Information Security

American Eagle Security Corporation (AESC) was founded in 1987

as a wholly-owned subsidiary of American Magnetics Corporation

(AMC) , a Fortune 1200 Company. High quality staffing, coupled

with unique management concepts tailored to the requirements of
the individual customer, characterizes AESC's growth as a small
business.

AESC specializes in applying state-of-the-art computer and
security systems technology to highly complex technical
problems within the security industry, and markets, designs,
installs and integrates security control systems, such as
access control, closed circuit television, guard control, fire,
perimeter, intrusion detection, and biometric systems with a
number of operating systems.

In general, the activities of AES8C fall into six broad
categories:

Systems Engineering and Integration
Site Support, Testing and Training
Project Management Services
Government Security Systens

Special Programs

Operational Security (OPSEC) Services

000000

In order to assure success in each and every task, AESC has
assembled a highly qualified, technically proven team to meet
the requirements of any given project. The team is organized
with AESC responsible for overall program management and
technical direction as well as design, procurement, integration,
and testing. Principal subcontractors, as required by the
project statement of work, are responsible for installation,

testing and as needed for training, operations, and maintenance
support.

The strengths of this team organization are:

o Financial. The AESC team is financially secure with the
resources to implement large, complex computerized
security systems.
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Progect Management. AESC has the ability to complete
projects on tlme, within budget, and meet the
customer's requirements by utlllzing in-house resources.

Technical Competence. AESC has the ability to design
and integrate complex computer based security systems
using state-of-the-art hardware and software adapted to
the customer's needs.

Objectivity. AESC is not driven by marketing in-house
hardware or software for security system appllcatlons
and therefore can select from a variety of commerc1ally
available components that best suit the customer's needs.

Responsiveness to Customer Needs. AESC methodology
assures that customer requirements are the focal point
of every project.

The de51gn, installation, and integration of large computer based
security systems, test and evaluation programs, and technlcal and
OPSEC services has generated a corporate capability unique in its
diversity, scope and depth.

AESC's Englneerlng and Integration staff members have worked

with a wide variety of Government, industrial and commercial
securlty systems, have applied many different research and system
englneerlng methodologies to complex problems and have experience
with most access control, intrusion detection and closed circuit
TV equipment and systems currently available.

AESC's OPSEC Services staff members have prov1ded
counterlntelllgence, counteresplonage, hostile threat, physical
securlty and operatlons securlty services to U.S. m111tary and
civilian organizations on four contlnents. Their expertise
allows AESC to offer OPSEC Services in the following areas:

00000000O0O

Information Security (INFOSEC)
Communications Securlty (COMSEC)

Electronic Security (ELSEC)

TEMPEST Control Measures and Countermeasures
Physical Security

Computer Security

Security Planning

Vulnerability Assessment and Threat Analysis
Countermeasures

Training

We believe that our approach, capabilities, and experience will

show:

(o)

AESC fully comprehends the customer's requlrements, 1nc1ud1ng
eXpllClt spec1f1cat10ns statements and implicit security and
operational requirements.
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0 AESC offers the best approach to maximizing technical
compliance while minimizing performance risk. Our extensive
corporate and individual staff experience will allow you to

have complete confidence in AESC as a proven integrated
systems contractor.

o Products proposed by AESC are the most technically advanced
and readily available in the industry. Using high-speed
multi-processing 32-bit computers, industry standard bus
structures, distributed intelligence and modular hardware
components, our systems excel in performance, reliability,
avallability and maintainability. Our software systems
contain the most sophisticated functions available, yet are
easily operated by even an unskilled user.

AESC looks forward to meeting with you and expanding on our

current services and abilities. Please contact the undersigned
at (702) 254-0558, or Mr. Jim Staley at (408) 496-1256.

Sincerely,

AMERICAN EAGLE SECURITY CORPORATION

594; <§ZWaaw
John Gumm )
Manager, Special Projects

/caj
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